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0.1 Glossary

API Application Programming Interface
AUX AUXiliary
CLI Command Line Interface
DHCP Dynamic Host Configuration Protocol
HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol Secure
IP Internet Protocol
MIB Management Information Base (SNMP)
NTP Network Time Protocol
PC Personal Computer
PDU Power Distribution Unit
PoE Power over Ethernet
REST REpresentational State Transfer
RSTP Rapid Spanning Tree Protocol
SNTP Simple Network Time Protocol
SNMP Simple Network Management Protocol
SSH Secure SHell
STP Spanning Tree Protocol
TCP Transfer Control Protocol
UTC Coordinated Universal Time
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1 Introduction
Thank you for purchasing a Power Distribution Unit from RNX.

Each PDU of the family can be accessed, read and configured via a simple web interface and this
document describes how to use this interface.

Please refer to the Hardware User Manual for details on how to use and install the hardware which
can be found the the vendor’s support page.

The web interface allows configuration the most common features of the product. More advanced
options are available on the command-line interface (CLI). For more information regarding the CLI,
refer to the CLI Reference Manual.

1.1 Logging in
The web-interface is served on all the available network interfaces.

• By default, the device is configured to get an IP address via DHCP.
• All Ethernet ports also support Auto-IP.

The web interface can be accessed via any of the below mentioned browsers by simply typing
https:// followed by the IP address (e.g. https://192.168.1.57 ).

Note: Supported browser versions:

- Chrome version 67 or newer
- Edge version 80 or newer
- Firefox version 58 or newer
- Safari version 12.1 or newer

As by default an IP address can not be assigned a valid TLS certificate, a warning message such as
the following will likely appear.

Figure 1: HTTPS connection warning message

This can usually be bypassed by clicking on Advanced and Proceed to … (or similar depending
browser). The connection should now be established and the login screen appears:
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Figure 2: Login dialog box

Warning: Factory defaults - Change password!

The default username is “admin” and the default password is “admin”.
It is crucial to change the default password immediately after completing the initial configu-
ration.

1.2 IP address via local UI
The current IP address can be obtained from the local user-interface by using the following se-
quence on the controller.

Note that depending on the device model, additional button clicks may be required to land on the
information page.
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2 Home
After logging on, the main page with a context menu on the left is shown.

Figure 3: Landing page after login

2.1 Summary
A summary of the device’s most important details is shown on the landing page.

Figure 4: Device summary

2.2 Support
Additionally, a link to the most important documents, new firmware and other support material is
provided on the landing page.
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2.3 Changing the password
By clicking on the logged in username (e.g. admin ) a user would see its own profile information
along with the option to configure SSH Keys and change the password. As opposed to most other
settings, the new password is immediately stored persistently.

2.4 Logging out
Clicking the X button in the top-right corner of the web-client allows to immediately logout the
current user.

Warning

A user session may remain active for a while even after closing a browser window. Using the
logout button is highly recommended especially on shared clients.
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3 Analyzer
The analyzer page shows real-time measurement values taken by the device. The values are auto-
matically updated every second.

The tables, their size and the values shown depend on the hardware configuration of the device.

Figure 5: The analyzer page

3.1 Objects
By clicking on the name of an object it is possible to edit its and add a description. If no name has
been set “n/a” is displayed.

By hovering themouse over the name the description is shown.

3.2 Identify feature
The UID function (short for unit identification) is useful to help an on-site engineer to find a device,
a module or an outlet by blinking the outlet LEDs of the selected object. In a typical setup with
multiple devices next to each other, this helps to avoid wiring issues.

It is activated by clicking the indication light symbol next to the object name.

Figure 6: Identify button
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By default, the UID function is active for 5 minutes. It can also be stopped from the web-client or
locally on the device.

3.3 Monitoring rules
Rules define conditions which are monitored. If a condition is not satisfied, an alert message is
logged locally and remotely if configured (see Syslog Logging), and notifications can be sent if con-
figured (see SNMP Service Configuration).

Rules are configured by clicking on the eye-shaped symbol within a value cell and support multiple
thresholds.

Figure 7: Monitoring watch button

Once a rule is enabled for a certainmetric, messagesmay immediately be sent. This can be used to
test the messaging sent be different rules by setting a threshold below or above the current mea-
surementvalue. The followingexampleconfigurationshould triggerawarningmessageuponsaving
the rule. Note that the device must be connected to mains for the threshold to trigger.

Figure 8: Monitoring watch test configuration

Note that the monitoring messages are also shown in the Log section as well as in the Monitoring
section.
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3.4 Outlet Switching
Outlets equippedwith relays canbe switchedon andoff individually. Outlets are identifiedusing the
module label and the outlet number printed on the PDU. Buttons to control switchable outlets are
shown in the Switch column of themodule table.

Figure 9: Table of a device with a switchable outlets

Theoutletsofamodulewithswitching functioncanbe individually switchedonandoffbyclickingon
the red or green button, provided that the user has enough privileges. If the button is red the outlet
is off; if it’s green it’s on. A pop-up window asks for confirmation before the outlet is switched.

Outlet can also be automatically cycled off and back on automatically after a certain delay. This
allows power-cycling an equipment even if the connection to this device depends on the equipment
itself.

Warning

When remotely switching a relay, the operator must be sure that the load connected to the
outlet being remotely switched, will not generate a dangerous situation. A such example
would be starting a dangerous machine.
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4 Environment
In the environment page, the temperature and humidity values are displayed according to the type
of sensors connected to AUX ports of the Controller.

Figure 10: Environment values table

4.1 Monitoring rules
Rules define conditions which are monitored. If a condition is not satisfied, an alert message is
logged locally and remotely if configured (see Syslog Logging), and notifications can be sent if con-
figured (see SMTP Service Configuration).

Rules are configured by clicking on the eye-shaped symbol within a value cell and support multiple
thresholds.

Figure 11: Environment watch button

Refer toMonitoring rules formore information about the configuration of watches onmeasurement
values.
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5 Settings
Settings canbedirectly configured in thedifferent Settings pages. Themost commonsettings are
configurable from the web-client. Note however that some of the settings can only be configured
via the command-line interface.

Unless documented otherwise, changes to settings are effective immediately but are not persisted
until the Save configuration button is clicked.

Note

It is important to persist the settings as a restart of the device will revert the configuration
to the last persisted state.

5.1 General

Figure 12: General settings page

5.1.1 System settings

The System settings allow tochange thedevice’s hostnameanddevicename. Thehostname is used
in DHCP requests and the device name is used as sysName in the standardized SNMPMIB-II System
Group.

Figure 13: Device and hostname configuration dialog.
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The hostname is also shown on the device’s local user-interface.

5.1.2 Time settings

By default the PDU is configured to use UTC time. It is possible to select a local time zone either by
entering a custom offset or by selecting a time zone from a list.

Figure 14: UTC timezone is used by default

By selecting a custom offset, it is possible to enter the offset in hours and minutes. The format to
use is indicated next to the input field, e.g. +7:00 , and is an offset from UTC .

5.1.3 Outlet sequencing

Products with switchable outlets can be configured for autonomous outlet sequencing. Upon a
power-lossall outlets are switchedoff andgradually switchedononcepower is restored. Thismech-
anism helps to reduce inrush currents.

Latching relays are used for switching outlets. Latching relays are not dependent on power tomain-
tain their state. The relays thushave tobeexplicitlyopenedwhenapoweroutage isdetected. There-
fore, in order for the outlet sequencing feature to work, it is crucial that the device is powered by
Power over Ethernet (PoE), even during a power outage. Should the PoE supply also be affected
by the power outage, it is important to enable the PoE supply at least one minute before the mains
power.

When outlet-sequencing is enabled and a power outage is detected, the device immediately
switches off all affected outlets which are currently switched on. This happens in a couple of
seconds.

Afterwards, once power is restored and deemed stable, outlets which were automatically switched
off are switched on again.

Certain earlier switchable devices do not support the outlet sequencing functionality. This limita-
tionwill be addressed in a future firmware version. Upon enabling this feature on a currently unsup-
ported PDU, a warning message is shown.

Important: The Interface and Controller Module (ICM) needs backup PoE power in order to switch
outlets during a power outage or at least oneminute before themains power is restored.
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Figure 15: Outlet sequencing

Global Parameters

The following parameters are applied system-wide (globally) when the outlet sequencing feature is
enabled. Some of these parameters can be overridden individually per outlet.

Two global parameters allow to fine-tune the power on behaviour:

• Power-On Stable-Time defines the time in seconds during which the restored power has to be
stable before outlets are switched on again. Each power event happening during this timewill
restart the timer and further delay switching on the outlets.

• Power-On Delay defines the interval in which individual outlets are switched on once power
is restored. After each outlet, the system waits for the specified number of seconds before
proceeding with the next outlet. When delay is set to disabled , outlets are switched on as
fast as possible.

5.2 Network

Figure 16: Networking settings page
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5.2.1 General settings

The default outgoing interface is the interface used by the device initiated outgoing traffic. Any
network traffic initiated from the device, such as DNS requests, syslog events, NTP updates etc.
are solely sent via the default outgoing interface.

Figure 17: Setting the default outgoing interface

DNS Lookups

DNSLookups are done using theDNS servers configured on the default outgoing network interface.

If the default outbound network interface has IPv6 active, the device first does IPv6 lookups. If that
lookup fails, it falls back to IPv4 lookups.

5.2.2 ETH1 and ETH2

ETH1andETH2are switched (or bridged), thusact asa single interfaceabove layer two. Thephysical
ports (link) can be individually enabled or disabled, but any higher level configuration (IP, ..) is always
applied to both ports.

Bydefault, thedeviceusesDHCP for IPv4addressconfigurationand falls back toAuto-IP setupafter
failing to obtain a valid address. SLAAC is used for IPv6 address configuration by default.

Figure 18: ETH1 port network settings

Asmentioned above, ETH2 is bridged to ETH1 and thus only the link layer can be configured.

Stellaris Release 4.1.1-a5443afe, Copyright © RNX Ltd Switzerland 15



Stellaris Web-Client Reference Manual

Figure 19: ETH2 port network settings

5.2.3 ETH3

ETH3 is an independent port on a dedicated network interface and has the same settings as ETH1.
ETH3 cannot be bridged to ETH1/2.

Figure 20: ETH3 port network settings

5.3 Services
The service settings allow the configuration of the important services and protocols operating on
the device.

Figure 21: Services settings page
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5.3.1 Webserver

TheWebserver configuration configures the different options to access the web-client and the de-
vice’s REST API.

Figure 22: Webserver settings

5.3.2 SSH

The SSH protocol can be used to securely connect to the command line interface of the device.

Figure 23: SSH settings

5.3.3 Telnet

TheTelnet protocol canbeused toconnect to thecommand line interfaceof thedevice. It is kept for
legacy reasons and is disabled by default. Due to the missing transport encryption of login details,
it is highly suggested to use the secure SSH protocol instead.

Figure 24: SNTP settings

5.3.4 STP/RSTP

The spanning-tree configuration can be used to modify spanning tree protocol settings. The span-
ning tree protocol is applied to the bridged ETH1 and ETH2 ports.
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Figure 25: STP/RSTP settings

The STP/RSTP protocol allows connecting devices in a network loop to create a redundant connec-
tion in case one link fails. The protocol takes care of automatically breaking the loop and reconnect
in case of a fault. RSTP is used by default.

5.3.5 SNMP

The industry standard protocol to remotely obtain measurement and monitoring values is by using
the Simple Network Management Protocol (SNMP).

Figure 26: SNMP settings

Multiple data structures can be activated but only the most recent should be used in new deploy-
ments. Others are kept for legacy reasons and my be retired at some point. The standardized data
structure file (MIB) can be downloaded from the device itself.

This device supports bothSNMPversion2 and version 3 setupswith the later being known for its sig-
nificantly improved authentication mechanism. Both protocol versions can be enabled or disabled
individually.

To use SNMP v2, a password in Read Community and/or Write Community is required. If no password
is given, that respective access is disabled.

SNMP v3 access rights are configured as user roles in the user management section.

The Location and Contact information are optional descriptors.

5.3.6 SNTP

To synchronize the internal clock of the PDU theNTP protocol is used. By default the publicly reach-
able pool.ntp.org servers are used and polled upon reboot and subsequently every hour.
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Figure 27: SNTP settings

Note that certain services may not operate correctly if the time has not been set. Thus, it is sug-
gested to operate an internal SNTP server or relay for setups without WAN access.

5.3.7 Syslog

Centralized logging of all devices in a network is usually achievedwith a Syslog server. Upon config-
uration, the device will send all logging messages to the configured server.

Figure 28: Syslog settings

5.3.8 SMTP

The device can be configured to send notifications by email using the Simple Mail Transfer Protocol
(SMTP). The following connection methods are available:

• Plain: Unencrypted TCP connections, typically to ports 25 or 587.
• TLS: Encrypted TLS connections, typically to port 465.
• STARTTLS: Also called opportunistic TLS connections, are plain TCP connections which are
upgraded to TLS after the connection is established. Typically used on ports 25 or 587.

Figure 29: SMTP settings

The configuration can be verified by sending a test email.
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5.3.9 Modbus/TCP

Modbus/TCP authorizes connections using roles embedded in x.509 client certificates used for au-
thentication. The role transmitted to the device corresponds to the configured roles. In order to
read Modbus/TCP registers, the modbus-read permission is required.

If no client authentication is configured, the role configured with the Default Role command is
used.

Figure 30: Modbus/TCP settings

Tomake client authorizationmandatory (i.e. only grant access to authenticated clients having a role
with the modbus-read permission in the client certificate), set the default role to <none> :

The Modbus/TCP server supports two transport modes:

• PLAIN : Connections without encryption or authentication

• TLS : Modbus/TCP over TLS (also known as Modbus Security or MBAPS)

With PLAIN transport mode, all connections use the configured Default Role . It is not recom-
mended to use PLAIN transport ode except in fully isolated networks. In PLAIN mode the server
listens on port 502.

With TLS transport mode, all communication with the Modbus/TCP server is encrypted. The
server identifies itself using the certificate configuredwith as Server Certificate , allowing clients
to make sure they are communicating with the correct server. In TLS mode, the server listens on
port 802.

If client authentication is configured, clients have to identify themselves with a certificate signed
with one of the certificates configured in Client CA Certificate . Other connections are refused.
Depending on the Default Role setting, client certificates have to specify the role of the client in
an x.509v3 certificate extension (OID Role: 1.3.6.1.4.1.50316.802.1, refer to section 8.4 within theMod-
bus/TCP Security Protocol Specification V36).

5.4 Authentication
Multiple remote authentication methods may exist. Depending on the device model and make and
installed licenses, some of the followingmethodsmay not be available.

Stellaris Release 4.1.1-a5443afe, Copyright © RNX Ltd Switzerland 20



Stellaris Web-Client Reference Manual

Figure 31: Authentication settings page

5.4.1 RADIUS

RADIUS (short for Remote Authentication Dial In User Service) allows to authenticate users on a
RADIUS server without having to create them locally. When RADIUS is enabled and configured, the
username and password of users trying to log in is sent to the RADIUS server which verifies if the
user has access and which then responds with the roles of that user.

Figure 32: Radius settings

Server Setup

In order to transmit user roles to the device, a vendor specific attribute called “RNX-UPDU-Roles”
consisting of a string with a comma-separated list of roles whichmust be configured for each user.

For FreeRADIUS, this can be achieved with this setting in the dictionary configuration file:

VENDOR RNX 55108

ATTRIBUTE RNX-UPDU-Roles 1 string RNX

Users can now be configured as follows:

bob Cleartext-Password := "bobspassword"

RNX-UPDU-Roles = "admin"

To mitigate the Blast-RADIUS vulnerability (CVE-2024-3596), the RADIUS client sends the
Message-Authenticator attribute along with all request packets.
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By default, responses from the server are required to contain a valid Message-Authenticator at-
tribute. If your server does not support sending this attribute, the RADIUS client can be configured
to ignore this requirement. Note that this setting can only be changed via the command-line
interface.

5.4.2 LDAP

LDAP (short for Lightweight Directory Access Protocol) allows a device to authenticate users on a
authentication server providing LDAP interface without having to create them locally. When LDAP
is enabled and configured, the username and password of users trying to log in is sent to the LDAP
authentication serverwhich verifies if theuser hasaccessandwhich then respondswith thegroups
the user is member of.

Figure 33: LDAP settings

In some installations, e.g. when users aremembers ofmany groups, LDAP responses can grow very
large and cause authentication problems. In this case, the size of the receive buffermay need to be
tuned using the optional RX Buffer Size parameter. By default, buffer size is 2860 bytes for plain
connections, and 16384 bytes for TLS connections.

Currently supported authentication server is Microsoft Active Directory.

Configuration of a Microsoft Active Directory User

In order to authenticate a user with certain roles, it is necessary for the user to be member of at
least one group with the name RNX-UPDU-[role].

Example : User bob is member of groups RNX-UPDU-admin and RNX-UPDU-snmp-read.

5.4.3 TACACS+

TACACS+ (short for Terminal Access Controller Access-Control System Plus) is a protocol allowing
user authentication through an external server. When configured and enabled, the device sends
credentials of users trying to log in to the configured server which checks if that user should be
granted access and what roles it is member of.
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Figure 34: TACACS settings

The hostname or IP address of up to two TACACS+ servers can be configured. The backup server is
used when the connection to first server fails.

The TACACS+ timeout option controls how long the device waits for a response from TACACS+
servers until it considers the request failed. The default timeout is 5 seconds.

Server Setup

Users are configured as follows on the TACACS+ server:

user = <USERNAME> {

login = <PASSWORD-SPEC>

service = rnx-updu {

roles="<ROLES>"

}

}

Where <USERNAME> is the username allowed to log in, <PASSWORD-SPEC> is a specification of the
password (see the documentation of your TACACS+ server for more information) and <ROLES> is
a comma-separated list of roles which are configured on the device in question. The user logging
in will have the combined set of permissions of all the specified roles. Note that whitespace is not
stripped from the list of roles.

5.5 Certificates
Certificates are used for a variety of services whenever a TLS connection is used to authenticate
and/or encrypt the communication channel.
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Figure 35: Certificates settings page

5.5.1 SSL/TLS Certificates Configuration

In addition to the built-in SSL/TLS certificate, up to four custom certificates, stored in the certifi-
cate stores store-1 to store-4 can be configured by the user.

To configure a certificate, two text files containing PEM formatted data are needed:

• A private key (e.g. pdu.domain.key), with a format as follows:

-----BEGIN PRIVATE KEY-----

<base64 data>

-----END PRIVATE KEY-----

• A certificate (e.g. pdu.domain.crt), with a format as follows:

-----BEGIN CERTIFICATE-----

<base64 data>

-----END CERTIFICATE-----

The certificate can contain intermediate certificates, inwhich casemultiple BEGIN/END CERTIFICATE

lines are present.

5.5.2 Using the rnx.io Certificate

The device comes with an embedded certificate which can be used to access the device securely
and without browser warnings. A special DNS resolver is operated which allows to use the rnx.io
domain to access the device via HTTPS.

This works as followed: If your device is configured to have the IP address 10.10.0.33 , the host-
name to access the device would be 10-10-0-33.rnx.io . For this to work, the client (e.g. PC) which
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connects to the devicemust have internet access. The device itself is not required to have internet
access because the DNS lookup happens on the client.

Given that the rnx.io certificate is signed and trusted by all major browsers, there will not be any
warning message when accessing the web-interface.
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6 Maintenance
The maintenance page allows upgrading the firmware and rebooting the device. The relevant data
is shown per module.

Figure 36: Maintenance page

6.1 Support
Use the provided link to open the support website for:

• Documentation
• Firmware Updates
• Software Tools

Figure 37: Support link

6.2 Device Overview
The device overview shows a list of all installed modules along with the most important details of
the modules.
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Figure 38: Device overview

6.3 Licenses
A list of all installed licenses alongwith the option to add new licenses. To obtain new licenses, refer
for the support or vendor of the device.

Figure 39: List of licensed features

6.4 Firmware update
The firmware running on the device can be downloaded from the support link provided above. Once
the archive has been downloaded and the containing files extracted, the Release Notes shall be
consulted to make sure the device will still work as before within a given environment.

Figure 40: Firmware update
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Oncethedocumentationhasbeenconsulted, thefirmwarecanbeupdatedbyselecting Choose File

and clicking Update .

The update should complete within aminute after which a notification will confirm the update. The
update is fail-save, thus in case of problems or errors during the update, the previously installed
firmware is booted.

Note

When upgrading from older firmware revisions (2.5.x or earlier), the confirmation message
and certain error messages may be missing or not show all details. It may be required to
manually verify the installation of the new version.

Reverting back to the previous image firmware is possible via the command-line interface.

6.5 Reboot the device
The Reboot now buttonwill simply ask for confirmation and reboot thedevice. As soon as thedevice
has restarted, a new login is required.

Figure 41: Reboot device

A reboot can be scheduled with Reboot in <minutes> . Note that this can be very helpful when re-
motely chaning the configuration, especially networking and service related settings. One would
schedule a reboot and start changing the configuration. Should for some reason the connection
been lost (e.g. wrong IP settings, disable HTTPS), the device reboots after a certain period and re-
stores the last persisted ( Save Configuration ) configuration.

Note

Rebooting the device will not reset the internal network switch on ETH1 and ETH2 which will
continue to operate. Thus rebooting a PDU will not break the network daisy-chain one may
have built with these ports.

6.6 Configuration Management
The currently active configuration can be exported by clicking on Download active configuration .
This configuration can later be restored if needed.
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Figure 42: Configuration backup and restore

Note

The configuration backup is a plain-text file which can be modified with a text editor. This
allows for example to prepare configurations for a fleet of devices. Refer to the command-
line interfacemanual for more details on how to configure by using this textual structure.

6.7 Diagnostics
Thesupport teammayask toprovidediagnostics information to identifypossible issueswithagiven
device. In this case, the file downloaded by clicking on Download diagnostics information shall be
transmitted.

Figure 43: Device diagnostics

6.8 Factory Reset
The Factory Reset resets settings to their factory defaults and reboots the device. If requested,
network settings (interface configuration and spanning-tree protocol settings) can be preserved in
order not to lose connectivity when the factory reset is initiated remotely.
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Figure 44: Factory reset
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7 User Management
Users with a role containing the Configure permission have access to the usermanagementmenu.

Figure 45: User management

7.1 Create a new user
A new user is created by clicking on Clear user and selecting the desired Username, Roles, Pass-
word and whether this user would be allowed to authenticate against the device’s SNMPv3 server.

7.2 Create a new role
A new role is created by clicking on Create role . Fine grained permissions can be configured by
creating roles and assigning these to users.

7.3 Editing an existing user
Editing a user allows changing its role(s) and its password in prettymuch the sameway the userwas
created. Note that a logged in user could not modify its own settings other than password and SSH
Keys by clicking on the username at the top-right of the page.

Note

Once created, the username cannot be edited. The usermust be deleted and a newuserwith
the correct username can be created.
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8 Log
The Log page prints the log messages of the device. The timestamp can be chosen.

Figure 46: Log page
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9 Legal
Electronics and Stellaris™ Firmware Copyright by RNX™ (Riedo Networks Ltd, Switzerland).

Stellaris™ and RNX™ are registered trademarks of Riedo Networks Ltd, Switzerland.
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